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Privacy Notice for Job Applicants at NOC



The National Oceanography Centre (NOC) is committed to protecting the privacy and security of your personal information and being transparent about what we do with it.
This NOC Recruitment Privacy Notice relates to personal information submitted by you, to NOC as part of the application process for jobs at NOC. We use this information to assess your suitability for jobs you have applied for and (where applicable) to progress and conclude the recruitment process.
Overview
This Privacy Notice describes the categories of Personal Data that we collect, how we use your Personal Data, how we secure your Personal Data, when we may disclose your Personal Data to third parties, and when we may transfer your Personal Data outside of your home jurisdiction. This Privacy Notice also describes your rights regarding the Personal Data that we hold about you including how you can access, correct, and request erasure of your personal data.
We will only process your Personal Data in accordance with this Privacy Notice unless otherwise required by applicable law. We take steps to ensure that the Personal Data that we collect about you is adequate, relevant, not excessive, and processed for limited purposes.
NOC is required by law to provide you with the information in this notice. This notice has been designed to meet the requirements of the UK Data Protection Act 2018 (DPA) (“UK GDPR”) and the UK General Data Protection Regulation (collectively referred to in this Privacy Notice as Data Protection Law).
What personal information does NOC process?
For the purposes of this Privacy Notice, Personal Data means any information about an identifiable individual (“Personal Data”). Personal Data excludes anonymous or de-identified data that is not associated with a particular individual. In connection with your application to work with NOC, we may collect, store, and process the following categories of Personal Data:
You will be asked to set up a user account via NOC’s website and provide us with:
· your name
· contact details
· information about your entitlement to work in the UK
· diversity information
·  details of your qualifications, skills, experience and employment history
· qualification and training information
· other information relevant to the role
If your personal information and CV have been submitted by a trusted third party, your details will be uploaded on to the recruitment portal by that third party.
If you progress through the recruitment process, then we may also collect the following information:
· information from referees
· information on Disclosure and Barring Service (DBS) checks including the outcome of the checks (see section below on Collection and Use of Special Categories of Personal Data and Criminal Conviction Data).
· Information required for us to conduct right to work checks and the outcome of those checks. 
· Occupational health information (see section below on Collection and Use of Special Categories of Personal Data and Criminal Conviction Data).
How will NOC collect personal information?
Data is collected through the recruitment portal, from CVs, from correspondence with you, through interviews, meetings or other assessments and from information that you provide to us (via our third-party provider) as part of our pre-employment screening process and right to work checks.
We will collect the majority of the Personal Data that we process directly from you. Third parties may also provide your Personal Data to us, such as former employers (named referees), employment agencies, official bodies (such as criminal record bureau), certified identity document validation technology providers and medical professionals. NOC operates CCTV systems at its Southampton and Liverpool sites. For further information regarding the use of CCTV, please refer to NOC’s General Privacy Notice. 
Data is stored in a range of different places, in NOC’s recruitment portal, its business information system, and across other IT systems (including the organisation's network drives and email system).
How will NOC use information collected about you?
We will use the personal information we collect about you to:
•	Assess your skills, qualifications, and suitability for the role.
•	Carry out background and reference checks, where applicable.
•	Communicate with you about the recruitment process.
•	Keep records related to our hiring processes.
•	Comply with legal or regulatory requirements.

[bookmark: _Hlk203549108]It is in our legitimate interests to decide whether to appoint you to the role since it would be beneficial to our business to appoint a suitable candidate to that role. We also need to process your personal information to decide whether to enter into a contract of employment with you. 
Having received the information submitted by you, we will then process that information to decide whether you meet the basic requirements to be shortlisted for the role. If you do, we will decide whether your application is strong enough to invite you for an interview. If we decide to call you for an interview, we will use the information you provide to us at the interview to decide whether to offer you the role. If we decide to offer you the role, we will then carry out our pre-employment screening checks (including right to work, DBS, occupational health and references) before confirming your appointment.
Collection and Use of Special Categories of Personal Data and Criminal Conviction Data
The following special categories of Personal Data are considered sensitive under Data Protection Law and may receive special protection:
•	Racial or ethnic origin.
•	Political opinions.
•	Religious or philosophical beliefs.
•	Trade union membership.
•	Genetic data.
•	Biometric data.
•	Data concerning health.
•	Data concerning sex life or sexual orientation.

Data relating to criminal convictions and offences also receive special protection under Data Protection Law. Criminal convictions data means Personal Data relating to criminal convictions and offences, including Personal Data relating to criminal allegations and proceedings (“Criminal Convictions Data”).
We may collect and process the following special categories of Personal Data for the following legitimate business purposes, to carry out our obligations under law, or as applicable law otherwise permits:
· We use information about disability to consider whether we need to provide appropriate adjustments during the recruitment process, for example whether adjustments need to be made during an interview.
· We use information about disability as part of our guaranteed interview scheme for those meeting the requirements. 
· We use information about racial or ethnic origin, religious or philosophical beliefs, disability or sexual orientation to ensure meaningful equal opportunity monitoring and reporting.
· We ask you to submit health information as part of our Occupational Health screening process. 
We carry out criminal records check in order to satisfy ourselves that there is nothing in your criminal convictions history which makes you unsuitable for the role. As NOC is reliant on government funding and has access to (and manages) government assets NOC will seek a basic disclosure of your criminal records history to assess your suitability.  
NOC has in place an appropriate policy document and safeguards which we are required by law to maintain when processing such data
We will always treat Special Categories of Personal Data and Criminal Convictions Data as confidential, and we will only share such data where there is a specific and legitimate purpose for sharing the data. As set out below, we have implemented appropriate physical, technical, and organisational security measures designed to secure your Personal Data against accidental loss and unauthorised access, use, alteration, or disclosure.
We will not use Special Category Personal Data or Criminal Convictions data for new, different or incompatible purposes from those disclosed.
We will only retain special categories of Personal Data for as long as necessary to fulfil the purposes we collected it for, as required to satisfy any legal, accounting, or reporting obligations, or as necessary to resolve disputes.
If you fail to provide personal information
If you fail to provide information when requested, which is necessary for us to consider your application (such as evidence of qualifications or work history), we will not be able to process your application successfully. For example, if we require references for this role and you fail to provide us with relevant details, we will not be able to take your application further.
[bookmark: a355131]Automated decision-making
You will not be subject to decisions that will have a significant impact on you based solely on automated decision-making.
Data Sharing
We will only disclose your Personal Data to third parties where required by law or to our employees, contractors, designated agents, or third-party service providers who require such information to assist us with administering the recruitment process, including third-party service providers who provide services to us or on our behalf. Third-party service providers include an external cloud-based system which manages job applicants’ data, a pre-employment screening service provider, and other data storage or hosting providers. These third-party service providers may be located outside of your home jurisdiction.
We require all our third-party service providers, by written contract, to implement appropriate security measures to protect your Personal Data consistent with our policies and any data security obligations applicable to NOC. We do not permit our third-party service providers who process your Personal Data on our behalf to use your Personal Data for their own purposes. We only permit them to process your Personal Data for specified purposes in accordance with our instructions.
For some roles requiring specific scientific or technical expertise and where the skillset within NOC is not sufficient to make a full assessment of candidate’s suitability for a role NOC may involve external people with the suitable expertise to help with the recruitment process (for example we may ask an external qualified person from a University to review applications alongside NOC personnel or to assist with the interview process). It is in NOC’s legitimate interest to use suitably qualified external expertise to identify and secure the most suitable candidate for a specific role. Such external people will be required to treat your details in strictest confidence and abide by NOC information security standards.
With your permission, we may contact references provided by you to undertake pre-offer reference checks.
International transfers of information
We may, on occasion decide to use the services of a supplier outside the European Economic Area (EEA), which means that your personal information is transferred, processed, and stored outside the EEA. You should be aware that, in general, legal protection for personal information in countries outside the EEA may not be equivalent to the level of protection provided in the EEA.
However, we take steps to put in place suitable safeguards to protect your personal information when processed by the supplier such as entering into the International Data Transfer Agreement and Addendum. 
Data Security
We have implemented appropriate physical, technical, and organizational security measures designed to secure your Personal Data against accidental loss and unauthorized access, use, alteration, or disclosure. In addition, we limit access to Personal Data to those employees, agents, contractors, and other third parties that have a legitimate business need for such access.
Data Retention
Except as otherwise permitted or required by applicable law or regulation (for example Home Office VISA requirements), we will only retain your Personal Data for as long as necessary to fulfil the purposes we collected it, so that we can show, in the event of a legal claim, that we have not discriminated against candidates on prohibited grounds and so that we can demonstrate that we have conducted the recruitment exercise in a fair and transparent way.  
Personal Data held in the recruitment portal will be held for 12 months following no activity on your recruitment portal account (please note that logging into your account is included as activity). At this point your account will be de-activated by anonymizing your information and the secure deletion of all documents attached to your account. At any time, you also have the option to deactivate your account yourself when logged in, this will also anonymise all data held in the recruitment portal. Within the 12 month period, if you consent, NOC may also contact you to inform you of other NOC job vacancies that we consider you may be interested in.
If you are offered and have accepted the role the additional data that NOC collects such as pre-employment screening information will be stored on a staff file, and once you have been onboarded and commenced your role this will become part of your personnel file. This data will be retained in line with our retention policies on staff information, you can see a link to the NOC staff privacy notice here NOC Privacy Notices | National Oceanography Centre
Under some circumstances we may anonymize your Personal Data so that it can no longer be associated with you. We reserve the right to use such anonymous and de-identified data for any legitimate business purpose without further notice to you or your consent. 
Rights of Access, Correction, Erasure, and Objection
It is important that the Personal Data we hold about you is accurate and current. Please keep us informed if your Personal Data changes during the application process. By law you may have the right to request access to, correct, and erase the Personal Data that we hold about you, or object to the processing of your Personal Data under certain circumstances. If you want to review, verify, correct, or request erasure of your Personal Data, object to the processing of your Personal Data please contact us at noc_governance@noc.ac.uk. Any such communication must be in writing.
We may request specific information from you to help us confirm your identity and your right to access, and to provide you with the Personal Data that we hold about you or make your requested changes. Applicable law may allow or require us to refuse to provide you with access to some or all of the Personal Data that we hold about you, or we may have destroyed, erased, or made your Personal Data anonymous in accordance with our record retention obligations and practices. If we cannot provide you with access to your Personal Data, we will inform you of the reasons why, subject to any legal or regulatory restrictions.
Right to Withdraw Consent
Where you have provided your consent to the collection, processing, or transfer of your Personal Data, you may have the legal right to withdraw your consent under certain circumstances. To withdraw your consent, if applicable, contact us at noc_governance@noc.ac.uk.
Changes to This Privacy Notice
From time to time, we may need to change this privacy notice, for example, if we introduce new data into the recruitment process and we encourage you to check this privacy notice from time to time. We may process your Personal Data without your knowledge or consent where required by applicable law or regulation.
Contact Us
If you have any questions about our processing of your Personal Data or would like to make an access or other request, please contact noc_governance@noc.ac.uk. 
If you are not happy with the response you receive, then you can raise your concern with the relevant statutory body:
Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.
Alternatively, you can visit the ICO’s website https://ico.org.uk/.
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